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IHTRQDUCTI 38 1 

We rtMla convinced of the urgent need for an 
effective approach to the French and, after etudy of the aet 
of papers covered by your MOP. 3309 of 23rd December, ve are 
prepared to accept the new baala of approach subject to the 
modifications and amendments described below# These in our 
view have the effect of bringing it more into line with the 
JUne Agreements but retain the emphasis on the preparation 
of a memorandum for the Standing Group as the starting point 
for the technical discussions. 

GENERAL MODIFICATIONS | 

2# We consider that the tabling of a Minimum Standards 

Paper, particularly in its present form, is likely to hinder 
rather than help the implementation of paragraph 1SB of the 
JVrae Conference Report* We accordingly propose that the 
original purpose of the Minimum Standards Paper should be 
adhered to, vis i "Providing guidance to SEOAN and F-USEC and 
for establishing s basis for giving advice to esoh country"# 

3# The main objections to handing such a paper to the 

Frenoh are the earns as those we mad* in June to publication to 
NATO nations of the Minimum Standards Paper *- 

(a) It is unlikely to induce discussion of how 
particular cyphers may be Improved# 

(b) Any such paper must necessarily be comprehensive 
and therefor# contain matter irrelevant to the 
problems of any one nation# 

The purpose of initiating the required type of dieousslon with 
the French will, we are convinced , be better served by the 
"Brief for Delegates to the Technical Discussions" as amended 
in the appended documents. 

4# There are many technical points in the "Minimum 

Standards" papar with which we disagree# We therefore 
propose that we should forward GCHt* and C )MSEC Agency comments 
to N3A and that final agresmsnt should be reached on ell points 
relevant to the dleousslons with the French at the preliminary 
meeting of the U.S. and U.R. delegates in London# 
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Q .QJiw. COTOiTS CH. U.S. DQCCKmS W FM&CH J?qBfl«ICATlCgS SggBBUI. 



i. Agatt jadagButf irttr XflEjjaaatfhJte ite 

fpaaaH « 

ad ,H A> jateuttftdflcai*. 

AMsJisafiia* 



Ho Chong*. 

(a) Substitute for para 2 the following new para 2i- 

"Xt is, therefor*, necessary to take steps to ensure that so 
NATO country uses, for Its national coomuni ca ti ons , Inadequately 
secure cryptographic and transmission practices which could 
disclose significant information to a potential enemy”. 

(b) Substitute for para 5 the following now para 5»- 

■Th* GoTprnnents of the U.S. and U.K. propose, therefore, that 
technical discussions among the Cenaunioatians Security 
experts of the three standing Group rowers be held forthwith 
with the object of agreeing upon a meacraadaa for issue by the 
Standing Group to all haXO Governments. The U.S. and U.S. 
Governments are, however, oonsoious of a number of weaknesses 
in their own national communication practices* the French 
Government may also have noted similar weaknesses in its own 
practices. The U.S. and U.S. Governments believe that it is 
essential for the U.S., France and the U.K. to assure themselves 
that their own standards of C oamuni eatl ooa Security are of a 
level mutually agreed to be satisfactory and further propose 
that action adequate to this and be initiated during the 
above technical discus sices and before the Issue of the 
memorandum by the Standing Group." 



3. Agmflft BxXaX. fox: JttBJiMtldMjXJialat&teM > 

£cs OJUtUla&a * N ® cinnge. 

4. Brief for Delegates to Technical Dlsgug»l«>a l (a) Para 2, sub-para (d) * Delete final sentence and add to 

penultimate sentence* 

■...and in discussion of its appendix! List of Dangerous 
Practices. The U.S. and U.S. delegates will try to reach 
' ' a g re em ent with the French on systems that are fundamentally 

insecure and practices that must be forbidden and seek to get 
the List of Dangerous Practices accepted, or preferably 
amplified.” 
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4. Brief for Dolegatesto (ccntd.) 



5. 

6 . 



SSaB&flg 



Cqwaunlq^tloas ^»cujrlto_frinclplefl cad Mlnlara 



t Delete sub-paras (e) through (h) and substitute nee sub-para (e) 

AS fallOWS *- 

■Every effort oust be made to induce the French to discuss their 
oan cyphers, aocaunl cation* praotioes and procedures* In 
moving fron the above theoretical discus si oh to ^aotlool issues 
delegates najr hope to elicit fron the French southing of shat 
they already know by referring to oECAM’a and oar own experience 
in CC41S&C* The exact tactics will be agreed between the U.S. 
and U.K. delegates, initially at the preliminary talks in London 
and, subsequently, as nay be necessary, by private consultation 
In the light of the course the discussions take* Such tactical 
decisions will be governed by the provisions of sub-para 1(e) 
above." 

(b) In para 3 a(2) insert after U.d. "..and U.K.". 

(c) Substitute far sub-para 4(b), new sub-para 4(b) as follows i- 
"CQiSEC - If the French ask, pdntblank, questions about 

national cypher systems of the U.:>. or U.K. a frank answer 
should, wherever possible, be giveh. If the reply to such a 
question would involve revelation of principles not approved 
by the U.S, and U.K. for release, attempts should be made 
to evade the question discreetly. In the last resort the 
reply should be that this particular subject is case which tbs 
delegation is at present unable to discuss". 

t Ho change. 

i Proposed detailed amendments by bag. 
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DRAFT 

The following devioe may be used if at any stage it appears 
to both the U.K. and U.S, delegates that it will further the 
real purpose of the discussions. The U.S. Delegation will 
have been provided with a suitable version of the "Miniriium 
Standards Paper", the final text of which shall have been 
agreed during the preliminary discussions in London, At 
some natural point, for instance when the French Delegation 
have queried the reason for some restriction proposed by the 

i 

^».K. and the U.S., or when some basis is required for a state- 
ment in the "List of Dangerous Practices", the U.S. will make 
available to the other delegates either the whole of this 
document or relevant sections, as if it were one of tho U.S. 
reference papers which they feel the others might just as well 
see and which would in all probability represent a brief, or 
part of a brief, for the guidance of SECAN. In arranging the 
procedure for the introduction of this paper tho U.K. and U.S. 
delegates will bear in mind that it must not tako on the 
appearanco of a document jointly prepared and that it is not 
to be presented as an official action paper* If the whole 
document is made available it must bo ensured that the French 
understand that SECAF would not propose to issue such a paper 
and that it must not be discussed outside those tripartite 
discussions. 
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